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https://www.facebook.com/wired/videos/10153095287713721/


Intro

❖Jeep Cherokee hacked in 2015
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Cars’ system

❖ECU(Electronic Control Unit) : 

– Ubiquitous computer controller

❖ECU interconnection driven by 
safety, efficiency, and capability requirements

❖But, also has some fatal shortcomings
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Oakland 2010, they showed…

❖Safety-critical systems can be compromised

– Selectively enable/disable brakes

– Stop engine

– Control lights

❖Owning one ECU = total compromise

❖ECUs can be reprogrammed (while driving!)

❖Limit: Need physical access

[Oakland’10] koscher et al. Experimental Security Analysis of a Modern Automobile.
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Threat model

❖Technical  (theoretical) Capabilities 

– Capabilities in analyzing the system

– Focuses on making technical capabilities realistic

❖Operational (real-time) capabilities

– Show how malicious payload is delivered

– Attack vector
▪ Indirect physical access

▪ short-range wireless access

▪ long-range wireless access
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Indirect physical

❖Definition:

– Attacks over physical interfaces

– Constrained: Adversary may not directly access the 
physical interfaces herself

❖OBD(stands for On Board Diagnostic)

9 Port Scanner PassThru



Indirect physical

❖Definition:

– Attacks over physical interfaces

– Constrained: Adversary may not directly access the 
physical interfaces herself

❖Extends attack surface to the device
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Short-range wireless

❖Definition: Attacks via short-range wireless 
communication (meters range or less)
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Long-range wireless

❖Definition: Attacks via long-rage wireless 
communication (miles, global-scale)

❖Broadcast channel

– Satellite Radio, GPS, RDS 

12 Satellite Radio



Long-range wireless

❖Definition: Attacks via long-rage wireless 
communication (miles, global-scale)

❖Addressable channel

– Telematics
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Attack surfaces explored in depth

❖Components we compromised

– Indirect physical: Media player, OBDII

– Short-range wireless: Bluetooth

– Long-rage wireless: Cellular

❖ Every attack vector leads to complete car compromise
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Premise

❖No direct physical access

❖Already know how to deal with CAN signal

❖Recent made sedan, 2 same model
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Overall methodology

❖Extract device’s firmware

– Read memory out over the CAN bus (CarShark)

– Desolder flash memory chips in ECUs

❖Reverse engineering firmware

– IDA Pro

– Custom tools

❖Identify and test vulnerable code paths
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Indirect physical: Media player attack

❖Code for ISO-9660 leads to

– Vulnerable : in a module that uploads firmware.

❖Insert CD containing malicious WMA file

❖Completely compromise car
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Indirect physical: Media player attack

❖Code for ISO-9660 leads to

– Vulnerable : in a module that uploads firmware
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Short-range wireless: OBDII

❖ PassThru device has no authentication method

1. Connect to same WiFi with device to get to CAN bus

2. Implant malicious code inside the device

- input validation bug

→ attacker runs arbitrary command via shell injection

- using worm fully automated spread is possible
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Short-range wireless: Bluetooth attack

❖ Custom-built code contains vulnerability
– Strcpy() bug  → execute arbitrary code(Bufferoverflow)

1. Using owner’s smartphone as stepping-stone
– Trojan Horse application

– Check whether other party is telematics unit

→ if so it sends our attack payload

2. Can directly pair with Bluetooth undetectably
– USRP software radio

– MAC address ; 2ways to get

– Brute force PIN ;10hrs per car
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Short-range wireless: Bluetooth attack
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Long-range wireless: Cellular attack

aqLink

Modem

Command

Program

Use 1024bytes
packet size

Maximum 
100bytes packet

overflow

1. Attack @ Lowest level of protocol stack



Car theft

1. Compromise car

2. Get Car’s INFO (GPS…)

3. Unlock doors

4. Start engine

5. Bypass anti-theft
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Surveillance

❖Compromised car

❖Continuously report GPS coordinates

❖Stream audio recorded from the in-cabin mic

– Detect voice (VAD)

– Compress audio

– Stream to remote computer

E.g.) Professor Yongdae Kim
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Where to go from here?
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Where to go from here?
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Today’s paper

`13

“Dude, WTF in my car?”
by Alberto and Dude

`18

“14 vulnerabilities in BMW”
by Chinese security team

`15

“Jeep Cherokee hacking“
by Charlie Miller
and Chris Valasek

`11

`14

“A Survey of Remote Automotive Attack 
Surfaces”

by Charlie Miller and Chris Valasek

`16

“Remote Attack Tesla“
by Keen Lab



Where to go from here?

❖ Stakeholders responding today:

– SAE, USCAR, US DOT

❖ Recommendation : lessons from the PC world
– Avoid unsafe function

– Remove unnecessary binaries e.g.) ftp/telnet/vi 

– ASLR (Address Space Layout Randomization)

– Stack cookies

– Limited inbound calls
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Where to go from here?

❖Future work

– Developing new protocol alternative to CAN bus

– Research how to encrypt CAN message

– CAN monitoring system to catch external attack
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Where to go from here?

❖Future work

– Developing new protocol alternative to CAN bus

– Research how to encrypt CAN message

– CAN monitoring system to catch external attack
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Summary

❖Current autos have broad (and increasing)
external attack surface

❖They demonstrated real attacks that 
compromised safety-critical systems

❖Industry and government are responsible 
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